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Letter
from the Founder
In all the interviews we did with rare disease patients,
caregivers, and doctors, there were many common themes,
including visits to dozens of doctors and health institutions
who don’t talk to each other, myriads of medications tested,
misdiagnoses, misinformation, and finally the realization
that patients and caregivers know more about their disease
than any doctor does – because they have lived it for
decades. These problems are rare and unknown and not
taught in medical school. They are hereditary and they are
pervasive – 35 million known in the US, and over 350 million
worldwide. We have family that are members of this rare
group.
Early on in our careers, we decided to focus in healthcare and technology, because it was so human, relevant,
complex and interesting. We were pioneers, ambitious outsiders who were, and still are, often called “out there,”
with vivid imaginations and a drive to affect change. Fast forward 18 years, and today we are experts at launching
innovative health products, that not only solve real problems but that are commercially successful. We continue
to realize solutions that have never been thought possible. Over the years, we have played an influential role in
helping our clients introduce many different life-saving therapies to a variety of rare disease populations, and
today we introduce Honeycomb Health, the first ever product based on blockchain technology, that will make a
real difference in the lives of rare disease patients as well as others.
Our product will help patients take ownership and give value to the health information they have accumulated
and use to guide their health journey. It will help nurse practitioners, GPs, specialists, and researchers all work
above the line.
We have created a mechanism for patients who care about hereditary disease to control, store, share and
organize their health information, all of it. Not just medical records, but environmental and behavioral information
that the patient deems relevant, wills, health proxies – absolutely everything that is necessary today and for
future generations. Because just like us 18 years ago, who knows what imaginative solutions will emerge to solve
our health issues in the future. On behalf of my family and our future generations, I, for one, want to have this
information safely stored and organized.
We appreciate you taking the time to learn about our product, and hope you will join us.

Elizabeth Izard Apelles
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Background
In the last five years, we’ve conducted hundreds of interviews with rare disease patients, caregivers,
and doctors, and in all the interviews we found common themes—many visits to different doctors
and health institutions who, in large part, don’t talk to each other; myriads of medications tested;
misdiagnoses; misinformation; and finally the realization that the patient and/or caregiver knows more
about their disease than any single doctor does because they have lived it, sometimes for decades.
It’s fair to say that the medical journey for a patient with a rare disease is most often
puzzling—undefined, and full of twists and turns and disappointments. Consider what we have heard
in our interviews, and know from personal experience to be true:
Patients with rare diseases suffer inordinately due to being misdiagnosed—this is because
most physicians may not be familiar with the signs and symptoms of rare diseases.
A misdiagnosis can mean a patient taking medication that they don’t need to be on, and having
to deal with the reprecussions and disappointment.
It often takes multiple physicians at multiple healthcare institutions decades before a patient
with a rare disease receives an accurate diagnosis.
Until they are accurately diagnosed, a patient with a rare disease is often living in frustration,
confusion, and fear.
It is abundantly clear from our research that the patient and/or caregiver is motivated to use technology
to piece together the puzzle, which leads to quicker diagnoses and possible cures for rare diseases.
We also know that they are reticent to do to because of the security risk.
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Healthcare, an Industry Resistant
to Change
The 21st century has seen a breathtaking expansion of technology, from the iPhone to hybrid cars
to bionic contact lenses. In just the past 20 years, the speed and power of computers has rapidly
increased. We have become a society that not only expects information immediately, but demands
it. We want information now and we want it at our fingertips. When it comes to implementing new
technology, the healthcare industry lags behind every other industry sector1 , even when change can
provide significant benefits.

Medical-History Taking is a One-Size-Fits-All
Approach
A majority of hospital systems and physician practices still rely on paper forms at intake, and those that
use digital forms only intake a limited amount of information. When a physician sees a patient, they
add diagnosis (if they have one), test results, notes and medications. There are several key problems
with this kind of system:

1. Forms cannot record a patient’s complete medical history, nor a 360o view of their lifestyle and
other non-medical factors that may influence medical diagnosis—including environmental or
behavioral information.

2. Unless the patient or caregiver makes this happen, information is rarely shared amongst a
patient’s extended team of healthcare providers, meaning a new intake is completed at each
office.

3. Patients often do not have the opportunity to update their information after the first intake.
4. Initial intake forms (if not digitally taken) are keyed in to the physician’s system by someone in the
office, and can often contain errors. On top of that information is generally shredded once added
to the system, and key information history may be lost or simply not accessible.

5. Institutions only keep health records for a limited amount of time. After that time they are most
likely lost forever to patients, future healthcare professionals, and researchers.

1. The slow pace of technology adoption in healthcare explained. HIPPA Journal.
https://www.hipaajournal.com/the-slow-pace-of-technology-adoption-in-healthcare-explained-8261/. Accessed June 2018.
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6. It takes an immense amount of time for a healthcare professional to piece together a rare
disease patient’s medical journey. One Mayo Clinic doctor we interviewed said they it could take
him upwards of 20 hours for one patient. Doctors would like nothing better than to be presented
with the right information in the right way so they can deliver the right care. That way, doctors can
improve outcomes, see more patients, work above the line, and focus on doing what they love.

Medical Error: One of the Top Three
Leading Causes of Death2
Research at the Department of Surgery, Johns Hopkins University School of Medicine by Makary et al
in 2016 concluded that medical errors are the third leading cause of death in the United States.
Medical error has been defined as an unintended act (either of omission or commission) or one that
does not achieve its intended outcome, the failure of a planned action to be completed as intended (an
error of execution), the use of a wrong plan to achieve an aim (an error of planning), or a deviation from
the process of care that may or may not cause harm to the patient.
Most errors represent systemic problems, including poorly coordinated care. Not surprisingly, part of
the clinical decision making for healthcare professionals involves performing tests and interpreting
the results. However, when test results come back, they are often kept at the institution that requested
them originally. Even in cases where doctors are in the same healthcare system, rarely, if ever, do the
results get shared among the healthcare professionals involved in the long-term care of the patient.
There is simply too much information, and legacy healthcare systems are not equipped to deal with the
realities of patients with rare diseases. In addition, when health information is shared, the process to
move this information from one place to another is cumbersome. An entire health concierge industry
has sprung up in Charlotte, North Calorina around tracking down and aggregating relevant information
from disparate parties.
As a result of this cumbersome and outdated system, the patient’s quality of care suffers and much
time is lost. When doctors and institutions are not aware of a patient’s complete history, it may lead
to incorrect decision making, delays, and unnecessary costs for the patient or health institution. In the
worst-case scenario, these medical errors could result in fatalities.
Finally, there is no way to organize health information so future generations can gain access and use
it to help.

2. Medical error—the third leading cause of death in the US. BMJ 2016;353:i2139. Published May 3, 2016.
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Security Risks to Patient Data
Electronic health records (EHRs) are legally a requirement in most countries worldwide.
These are mostly stored on centralized databases and as such are a security risk because they require
trust in a single authority. A knowledgeable person at one of the largest health systems in the US told
us that they receive over 10,000 attempted hacks per day, an astoundingly large number.
Recent information in the HIPAA Journal reports that there have been 955 major security breaches in
healthcare in the last three years, resulting in the exposure/theft of 135,060,443 healthcare records.3

More than 41% of the population of the United
States have had some of their protected health
information exposed as a result of those breaches,
which have been occurring at a rate of almost 1 a
day over the past 3 years.

Data security is paramount due to the increased sensitivity of medical data. As it stands now, our
healthcare system is vulnerable to potential threats, which paints a sobering picture of the inadequacies
of our current infrastructure.

3. Security Breaches in Healthcare in the Last Three Years. HIPPA Journal.
https://www.hipaajournal.com/security-breaches-in-healthcare-in-the-last-three-years/. Accessed July 2018.
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About Rare Diseases
In the United States, a rare disease is defined as a condition that affects less than 200,000 people.
While individual diseases may only impact small segments of the population, the collective number of
patients suffering from rare diseases is significant.4

30 million
Americans* are living
with rare disease.
That’s 1 out of every
10 Americans, or 10%
of the U.S. population.
*370 Million worldwide

The RARE List™, compiled by Global Genes®,
one of the leading rare disease patient advocacy
organizations in the world, is made up primarily
of data supplied by the National Institutes of
Health (NIH) and comprises approximately
7,000 different rare diseases and disorders.5
And there are even more staggering statistics.

80% of diseases are genetic in origin, and

thus are present throughout a person’s
life, even if symptoms do not immediately
appear.

Approximately 50% of the people affected
by rare diseases are children.

30%

of children with a rare disease will
not live to see their fifth birthday.
According to the National Institutes of
Health Office of Rare Disease Research,
approximately 6% of the inquiries made to
the Genetic and Rare Disease Information
Center (GARD) are in reference to an
undiagnosed disease.

4. RARE Diseases: Facts and Statistics. https://globalgenes.org/rare-diseases-facts-statistics/. Accessed July 2018.
5. The RARE List™. https://globalgenes.org/rarelist/. Accessed July 2018.
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“

When you hear hoof beats, think horses not zebras.

“

Rare Disease—A Diagnostic Odyssey

This saying has been drummed into the minds of medical students as they, for good reason, are
encouraged to start exploring outcomes of more common diseases before considering those that
affect smaller population sets.
Once common afflictions are eliminated, arriving at the appropriate rare disease is often a challenge.
Patients living with rare diseases visit an average of 7.3 physicians before receiving an accurate
diagnosis, according to a recent survey of patients, family members, physicians and allied healthcare
professionals (HCPs). What’s more, each separate diagnosis and physician generates a dizzying
amount of health records for the patient to keep up with.
Patients’ satisfaction with their physicians appeared to be based on physician willingness to facilitate
diagnosis of the rare disease. Nearly half of the patients were “very dissatisfied” or “dissatisfied” with
the willingness of the first physician seen at the onset of symptoms to become involved in various
aspects of rare disease diagnosis, such as consulting local, regional, or national experts; researching
different diseases; or investigating the cause of symptoms. However, patients were much less likely to
be “very dissatisfied” or “dissatisfied” with the physician who made the diagnosis.

“

Once the diagnosis is made, patients are left combating an illness most people have never heard of.

“

I felt alone and isolated.

Jan B.
Rare disease patient

When you consider that no one case of rare disease is ever the same as the next, that there are few
physicians who treat rare diseases, and that few organizations have support programs for rare disease
sufferers are left in the dark as to what their future will bring.

6. Accurate Diagnosis of Rare Diseases Remains Difficult Despite Strong Physician Interest.
https://globalgenes.org/raredaily/accurate-diagnosis-of-rare-diseases-remains-difficult-despite-strong-physician-interest/#_edn1. Accessed July 2018
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Patients and/or Their Caregivers are Essential
Members of the Diagnostic Team7
The 2015 report, Improving Diagnosis in Health Care, says that patients and/or their caregivers
should be central members of the diagnostic team; they provide vital input that informs diagnosis and
decisions about the path of care.
The report goes on to say that effective communication and collaboration among all members of the
diagnostic team are essential to improve health care and outcomes and to reduce the risk of diagnostic
error. Although there are a number of challenges to patient engagement in the diagnostic process, a
critical step is for health care professionals and organizations to create environments in which patients
and their families can learn about the diagnostic process and feel comfortable participating in this
process.

I want a [secured] healthcare app that
will provide anyone that I allow, anywhere, access
to my health records.

“

“

Michael T.
Rare disease patient

Included in the Improving Diagnosis in Health Care report is a checklist for getting the right diagnosis
adapted from National Patient Safety Foundation and the Society to Improve Diagnosis in Medicine
that underscores the importance of tracking your health information and sharing it with your healthcare
team in a structured format, which would enable a patient to stay on top of and share historical
information like tests, diagnoses, prescriptions, and other factors in the years leading up to diagnosis.
Moreover, as the landscape of potential health data rapidly develops it becomes imperative to have
patient-centered solutions. Providers cannot reasonably aggregate the behavioral, environmental,
genetic, and wearable data that is available to us today, nor would many patients be comfortable
readily sharing that information.

7. Improving diagnosis in health care. National Academies of Sciences, Engineering, and Medicine. 2015. Washington, DC: The National
Academies Press.
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Using Blockchain to Enable Patients and/or
caregivers as part of the diagnostic process
Blockchain, at the most foundational level, is an immutable, decentralized and transparent record of all
transactions throughout a shared network.
In healthcare the upside is tremendous. Currently, a patient’s medical history is a puzzle with its pieces
dispersed across multiple providers and organizations. Imagine if the patient and/or caregiver was the
central keeper of health information—that they own it. No longer would pieces of the puzzle be held
by various doctors from primary care physician to specialist to devices, nor lost over time; instead, the
patient’s record including medical, environmental and behavioral factors would be the defacto place
where all the information came together, was up-to-date, and could be shared with anyone that the
patient and/or caregiver chose. In addition, by leveraging the multi-fault tolerance and immutability of
blockchains, all of this information could be saved in a way that is resilient and unchanging over long
periods of time. Patients with a rare disease can store their information so future generations can tap
into that data and leverage it to find cures. If you have a genetic disease, this capability is crucial and
patients are highly motivated to maintain records in this way.

“

“

Blockchain has immense potential in healthcare.
According to the IBM Institute for Business Value blockchain
study, new adopters of the technology expect the greatest
blockchain benefits across time, cost, and risk in three
areas: clinical trial records, regulatory compliance,
and medical/health records.9

8. Adapted from https://www2.deloitte.com/ch/en/pages/strategy-operations/articles/blockchain-explained.html. Accessed August 2018.
9. The Medical Futurist. http://medicalfuturist.com/what-the-hell-is-blockchain-what-does-it-mean-for-healthcare-and-pharma/. Accessed April 2018.
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Introducing Honeycomb Heatlh

Honeycomb Health’s blockchain-based platform
will empower patients suffering from rare diseases
in three ways: help them to control and manage
their health information, connect with others, and
participate in research.
Using Honeycomb Health, patients can manage a
single source of truth in an increasingly fragmented
healthcare industry. What’s more, by leveraging
blockchain technology, we enable patients to truly
own their health information for the first time. Patients
become stewards of their health information; they
control it and share it on a case-by-case basis with
those in their community. Ultimately, empowering
the patient to control their health information will
result in improved care; physicians will investigate and update the most recent version of the patient’s
medical journey and localize information that is often scattered between various doctors, hospitals,
and test centers.
Honeycomb Health’s blockchain-based platform will empower patients suffering from rare diseases
in three ways: help them to control and manage their health information, connect with others, and
participate in research.
Using Honeycomb Health, patients can manage a single source of truth in an increasingly fragmented
healthcare industry. What’s more, by leveraging blockchain technology, we enable patients to truly own
their health information for the first time. Patients become stewards of their health information; they
control it and share it on a case-by-case basis with those in their community. Ultimately, empowering
the patient to control their health information will result in improved care; physicians will investigate
and update the most recent version of the patient’s medical journey and localize information that is
often scattered between various doctors, hospitals, and test centers.
Honeycomb also helps make health information meaningful. Patients will group data points together
in ways that make sense for them, such as a list of what’s important for someone to know in an
emergency, or what you want an adult to know if you’re sending your kid to a sleepover. We call these
groupings “Honeycomb cards,” and they give patients the ability to share their cards over a few different
types of media as well.
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Security

Data Ownership

A medical record is one of the most private
and sensitive documents for an individual.
In 2017, there were 477 healthcare breaches
affecting a total of 5.58 million patient
records. At Honeycomb Health we realize the
importance of keeping users’ records safe,
and we leverage blockchain technology to
ensure that private details stay private. We use
advanced cryptography to safeguard our users’
information and guarantee that patients do not
become a part of the aforementioned statistic.

One of the most important properties
of computers is their ability to duplicate
information at a low cost. Every time an image
is posted on Facebook it instantly populates
numerous newsfeeds across the world, any of
which could retain a copy of it. In contrast, if you
were to send someone a letter in the real world
that letter would be gone as soon as you sent it
out and you’d need to make a copy for everyone
you wanted to send the letter to. While this is
great for populating the world with pictures of
cats and sunsets, it’s not good for consumers
in a world where data is the modern equivalent
of oil.

To be specific, health information will not be
stored on a blockchain; instead, Honeycomb
uses the blockchain to manage access to data
that is stored off-chain. Each time there is a new
data entry it will be encrypted with a key unique
to the patient and stored off chain. Then the
location of that data and a unique fingerprint
of that data will be recorded on our blockchain.
That way, Honeycomb’s systems will know
where the data is and can make sure that it
hasn’t been tampered with. Moreover, patients’
information is stored in such a way that only
they have access to it.

Fortunately, there is a solution. Blockchain
technology enables real digital scarcity, at
a high level that means it is a way of storing
information where you can’t duplicate things.
Just like sending a letter, if you send 1 Bitcoin
to someone you no longer have access to it
as soon as you send it. Likewise, blockchain
technology can enable you to own your health
data. There exists one true copy of your health
information with ownership directly attributable
to you. You are in control of who has access to it
and ultimately you benefit when it’s purchased
for use in research. In the future you’ll receive a
flow of cash from a network of smart contracts
relaying back to you the value of your data as it is
used in a constellation of artificial intelligence–
powered products.
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A Place to Connect

Powering the Next
Generation of Science

There’s often a gap between medical treatment
and adequate emotional support for rare
disease patients. The relationship they have
with their physician may not provide the support
they need and their family and friends don’t
understand the complexities, complications,
and nuances that come with their disease or
treatment. That’s why we’re also designing the
Honeycomb Hive, a place where patients with
shared experiences can form communities and
connect with each other, to help fill this gap and
give that patients the support they need.

We want to enable patients to contribute to the
cures of tomorrow, today. We’ve made incredible
advances in our ability to make sense of data,
but massive amounts of health data is locked
up and inaccessible, a modern oil well waiting
to be tapped. Honeycomb will connect patients
and researchers so the value of health data can
be unlocked. Patients will be able to donate and
in some cases get paid for the studies that are
conducted. The end result is a more equitable
and symbiotic relationship between patients
and researchers as well as more data for the
next generation of science.

The platform implemented by Honeycomb
Health will help manage extensive medical
records, but also provide a forum for rare
disease patients to connect and share
experiences. Patients diagnosed with a rare
disease confront unique obstacles, like finding
a healthcare professional with experience in a
specific condition, and Honeycomb Health will
assist patients by creating a space to connect.
Additionally, as patients own their personal
records, they can share results with other
patients suffering from the same disease via
Honeycomb Health, allowing patients to stand
together as they find ways to cope with and
treat their symptoms.
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Technical Approach
Honeycomb Health is built on the principles of
autonomy, privacy, and security. Our technical
architecture is informed by these while balancing the
pragmatism necessary for a good user experience.
That being said, the blockchain space is nascent
and constantly developing. We anticipate that some
of our design choices will change along with the
technological landscape.
Fundamentally, we’re using blockchain technology
to give patients control over their health information.
Control to store it, control to share it, control to
maintain it over a long period of time. However,
health information itself is too large and voluminous
to be stored on a blockchain. Instead we’ve opted
to store health information off-chain and use smart contracts as a way to make that information
available when it is needed.
Here’s how that works. Every user will be assigned a private key; each time health information is
entered into our platform it will be encrypted with the user’s private key and stored off-chain in our
data lakes. Then, the digital identity of the user, the exact location of the aforementioned encrypted file
and its hash, a sort of digital fingerprint, are recorded as a transaction and posted to our blockchain. By
using this design our transactions are light on data but we still gain blockchain technology’s benefits
of autonomy, immutability, and verifiability. What’s more, we can comply with the relevant regulations,
like GDPR and HIPAA by using jurisdictionally compliant data lakes.
Moreover, we’re taking a pragmatic approach to deal with the realities of consumer adoption. To be
specific, we think it’s unreasonable to expect the vast majority of consumers to deal with the nuances
of transactions and wallets. If you’ve ever bought a CryptoKitty or made a prediction with Augur you
understand just how difficult these systems are to navigate for even the most experienced practitioners.
The unpleasant truth is that for blockchain technology to be widely adopted, at least in its current state
today, most of the underlying technology will need to be abstracted away in a similar way to what we
did with the Internet. One way to do that is to use a private permissioned blockchain, like Hyperledger
Fabric, which doesn’t have transaction costs, but comes with its own set of tradeoffs. Another would
be to prefund your smart contracts and offload another set of fees. We’re also hoping to abstract away
details like public and private keys, though there will be a range of tools for advanced users who are
able to navigate those concepts.
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Honeycomb is eagerly watching developments in the space and we’re committed to using the best
technology possible to serve our users. There are a number of technologies on the horizon that we are
keenly interested in, like distributed acrylic graphs, new systems of governance, and zero knowledge
proofs. If these are proven successful and feasible to implement then our architecture would change.
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Conclusion
With a blockchain-based platform, patients suffering from rare diseases and/or their caregivers can
be an empowered part of their own care team by enabling the secure storage of ownable and shareable
health information that they are in control of. Ultimately this will ensure they receive the best care
possible so they can effectively use what they know, allow doctors to work more efficiently, so they can
investigate and update the most recent version of the patient’s journey. Moreover, using blockchain
technology we can create one version of the truth and localize information that oftentimes can be
scattered between various doctors, hospitals, test centers, and in patient files and memories. As an
added benefit, every change to a patient’s record is recorded as a transaction onto our blockchain,
providing verifiability and a historical picture that is key to understanding, diagnosing, and potentially
curing rare diseases.
We are using this incredible technology as a foundation to empower patients, but our ambitions don’t
stop there. We are also launching a forum for patients, their caregivers, and advocacy groups to create
or join communities. In time we hope to cultivate a robust ecosystem of communities that touch
millions of people’s lives, provide the emotional support and guidance that people so often are missing,
and contribute to better outcomes.
Lastly, we are deeply passionate about empowering people to take an active role in contributing to
a better future. Data is the raw fuel that powers artificial intelligence, and health data in particular
will be critical in uncovering the next generation of cures. Today the flow of health data to research
is confusing, fragmented, and fundamentally broken. Patients who want their health data to be used
in research have few options, and on the off chance their data is being used, it is almost certain they
are not seeing any of the benefits. We are disintermediating this process and bringing patients and
researchers together in one place, letting the patients organize and then choose how and when their
data is being used, and letting them benefit from its use. The end result is a more equitable, symbiotic,
and transparent relationship with more data flowing, and hopefully, more cures discovered.
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Founder
Elizabeth Izard Apelles is CEO of The Greater Than One Group
(GTO). GTO is an independent group of digital healthcare pioneers
who position imagination at the center of creativity, strategy, and
technology in order to create integrated solutions to the most complex
business challenges. GTO is headquartered in New York with offices
in Milan, Madrid and San Francisco.

Elizabeth Izard Apelles
Strategy lead, Honeycomb

Ms. Apelles is also the Chairman of GTO’s foundation, Greater Good
www.gtogreatergood.org. GG is a 501c3 focused on tackling global
challenges related to children. Amongst their projects is PeaceworX,
a platform which enables and encourages young people to take on
peacebuilding as a must do, locally and globally. Please visit www.
peaceworx.org to learn more, and Honeycomb, a place for patients
and their families to house their health information.
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